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Open Voting Solution
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* Brief Overview — Open Source & Standards
e Supporting the 5 Phases of an Election
e Voting Process Reviewed
e Tabulation & Results Publishing

e Summary
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Brief Overview:
Open Source & Open Standards

* Importance of publicly verifiable processes

— Proprietary designs cannot be substantiated (e.g. California review
example)

 Technology — why XML is important
— All election files can be viewed in plain text for open inspection

« What public open source delivers
— Review and transparency
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Technology Roundup

e Election Markup Language (EML) standard
— Provides formal voting processes
— Verifiable Conformance and Compliance testing

— Ballot definitions and vote data are plain text in a
standardized format

« XML — foundation for information exchange
— Supported by off-the-shelf familiar software (Notepad, word, etc)
— Works with browser technology
— Available since 1997

* Public Open Source
— Provides peer review and validation

Copyright © 2006/ 2007, Open Voting Solutions S



EML Transactions Summary

Standard record structures to hold election informa

EML 110 - election event

EML 210 — candidate nomination

EML 230 — candidate list

EML 310 — voter registration
EML 330 — voter election list
EML 340 — polling information
EML 410 — ballot

EML 420 — voter authentication
EML 440 — cast vote

EML 460 — votes group

EML 480 — audit log

EML 510 - count

EML 520 - result

Open Voting Solutionjs

OpenScan Systems

OASIS

tion, ballot details and voting records

Information about an election or set of elections. It is usually used to
communicate information from the election organizers

Used to nominate candidates or parties, consenting or withdrawing

Contest and candidates details

Used to register voters for an election

Details of actual voters for an election

Notification to voter of an election, their eligibility and how to vote
Describes the actual ballot to be used for an election

Used for voter authentication during a voting process

Actual record of vote cast

Group of votes being transferred for counting

Documents access to voting records and reason

Results of election contest(s) and counts

Communicating specific result details on candidates and elections
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Example - EML 230 Candidate List

<EML Id="230" SchemaVersion="5.0">
<Transactionld>0K-2007-09-1</Transactionld>
<CandidateList>
<Election>
<Electionldentifier Id="0Oklahoma 2007" />
<Contest>
<Contestldentifier Id="State Governor" />
<Candidate>Brad Henry</Candidate>
<Candidate>John Wayne</Candidate>
<Candidate>Bill Okapi</Candidate>
<Candidate>Jane Smith</Candidate>
</Contest>
</Election>
</CandidatelList>
</EML>

OASIS 3
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Supporting the 5 Phases of
an Election

 Ballot Preparation, Candidate & Proposal Details
 VVoting & Accessibility Handling on Election Day
e Counting & Tabulating

e Declaration of Results

e Distribution and Archiving
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Concept of Operations

Prepare before Election Day Polls
Election At Precinct Closed

Accessibility

Graphics
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Hardware Components

ACCESSIBILITY STATION SCANNING STATION

Ballot
[ Printer

Report
Printer

(™) Headphones or other
accessibility device Ballot Scanner

Computer with
Computer secure storage
and CD drive
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Ballot Preparation

From:
The official printed paper ballot
To:

Computerized ballot definition

11
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Computerized Ballot Definition onems

After printed paper ballot is scanned, election sta  ff can check the scanned ballot image

PROPOSITION NUMBER ONE WESTCHESTER COUNTY PROPOSAL NUMBER ONE, A PROPOSITION
Rail Preservation Bond Issue PROPOSITION NUMBER ONE o

g
Renows| Band lsus
T promets and asaure e preservaten and impreve. Shell shre b approve and sdlopled in the Cousty of Te promote and asaure the praservation, runewal and impecvemant of the
ment of smsertial o passenger and irsight senvcenin ‘Weatchaatar, o Local Law passed by the Board of siate's vital raneportation systems, faciffies and equipment for tha benafi of
tha inhabitants of the state. shall sacton fwn of chapter Laginkators of Westchester County on August 19, 1674, S infinbitars of the stabe, shall nection one of the chapier aight hurded
wrtiSed “A Locsd Livw ko armind section six (o} of Adicla I el Sity-six ol the Laws of nirmisan hunidred eighty-Bree, sndcting and
sevanty-four, known as ihe rad pressrvilion bond act ’ i ceraliluting e “REBUILD NEW YORK THREOUGH TRANSPORTATION
ol rineteen hundeed peventy-lour, authorzing the y 10 four yasstn.” whi = INFRASTAUCTURE AENEWAL BOND ACT OF 1983° authorizing the
ceoation of o stole debt in the omeunt of twe hurdred = e tovm ol ifice of sach member of the Sounty Board crealison of a siode debt in the ameunt of one biion e hundred fity millon
ity million dotiarn ($250 000,000 for copial nclites of Lagmiiorn fram bwa (2 years 1o four (4] yoam. —i dolara {§1.260,000,000] for conmtruction, reconninuction, tmprovesnent,
be epprovet? it and o iy wymlares ol baci e,
<pmart, vout?
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Shall tha proposed amandment o subdiviske b of Shal the propoasd amandmunt to subthvision | of Shall the proposed amandmant ke articks XV, section T of the Conastution,
i sacton 26 of rfich V1 o1 the Conateson, parmting suthorizing the comveyance of spprosimately ten octes of Stats land and |

logalatitn, by Raw, b parmE the centinuation of the e lnmps ol iy | buildirgn thereon to the Bagamaors Insstule, Inc. in sxchange lor approx-

1o the Bupreme court in the fudicinl department of his ety ws Muindred acies of wikd formst Lared within the Adeoretack Paik in

residence, be approved? ordar C appe

court of appanls serving o justicas ol Hhe suprom ceun
urder exinting provisions of the Gomatitution by the
adinistrabn board of the courts rather than try the

F o T [] n 1] 3 (K] 14
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What's behind the scanned ballot image?

Simple Columns of checkboxes for each Contest

<column ID="1" offset="193">
<checkbox ID="1" top="46">1</checkbox>
<checkbox ID="2" top="95">0</checkbox>
</column>
<column ID="2" offset="191">
<checkbox ID="1" top="200">0</checkbox>
<checkbox ID="2" top="251">1</checkbox> Row / Column offsets XML
</column>
<column ID="3" offset="545">
<checkbox ID="1" top="46">1</checkbox>
<checkbox ID="2" top="95">0</checkbox>
</column>

 Makes definitions straightforward and intuitive process
« Keeps definitions anonymous and secure

Copyright © 2006/ 2007, Open Voting Solutions 13



Defining the Contests

Election Details Entry Software

< EML 410 Entry - Microsoft Internet Explorer

EEX

File Edit “iew Favorites Tools Help :;t

--.J-l) Earl (> \ﬂ @ ,_:J /J_-.' Search 'i:'\? Favom Media Q\Q

>

Address |@ nents and SettingsidavidiMy DocumentsiOYSidemoleml4 1 0-entry. html % | Go Links **
Google [Gi~ Viee®E @ Q- 99  Doettngs- &~
m = C‘% Search = Iﬂ_'l All: Enter searchterms hers w i MBookmarks ¥ g 2

Election: |State Election |

District:  [Town of Wilton |

CONTESTS

{Governor and Lieutenant Govermnor

i>Output

|

|State Senator |
E_Q_Dmptruller |
|

!Attourney General

é:l Done -j My Computer

Open Voting Solutions
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<?xml version="1.0" encoding="UTF-8" ?>
-<EML ld="410" SchemaVersion="5.0"
- xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance "
- xmIns:nsl="urn:oasis:names:tc:cig:xsdschema:xNL:2.0  “
- xmlns:ns2="urn:oasis:names:tc:cig:xsdschema:xAL:2.0 "
- xmlns="urn:oasis:names:tc:evs:schema:eml ">
<Transactionld>2007-04-01</Transactionld>
<MessagelLanguage>en-US</MessagelLanguage>
<ManagingAuthority>
<Authorityldentifier>Connecticut </Authorityldentifier>
<AuthorityAddress />
<ResponsibleOfficer>
<Responsibility>Election Board </Responsibility> B al I Ot Ite m S
<Name PartyType="Employee " Code="CT-100" />
</ResponsibleOfficer>
</ManagingAuthority>
<IssueDate>2006-05-04T18:13:51.0Z </IssueDate>
<Ballots>
<Eventldentifier Id="Official_Ballot " DisplayOrder="1">
<EventName>State Election </EventName>
<EventQualifier Id="CT-2007-1">CT-2007-Wilton </EventQualifier>
</Eventldentifier>
<EventDescription>
<Message />
</EventDescription>
<Ballot>
<ReportingUnitldentifier [d="Wilton ">Town of Wilton </ReportingUnitldentifier>
<Election>
<Electionldentifier [d="2007-01">
<ElectionName>State Election Officers </ElectionName>
<ElectionGroup Id="CT-01">Connecticut </ElectionGroup>
<ElectionCategory>State </ElectionCategory>
</Electionldentifier>
<Description>
<Message />
</Description>
<Contest DisplayOrder="11" Completed="no">
<Contestldentifier Id="CT-2007-1">
<ContestName>Governor and Lieutenant Governor </ContestName>
</Contestldentifier>

Definition

Copyright © 2006/ 2007, Open Voting Solutions 14
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Voting Process

* Open Poll Procedures

* VVote and Scan process

» Accessible Voting

e Close Poll & Print — precinct totals

15



Opening Polls

 Power-on and Login to OpenScan system

* Print Start of Day totals report (zeroes)

Open Voting Solutio

OpenScan Systems ‘
OASIS 9

* \oters arrive — present credentials — receive proper ballot

Governor and Lieutenant Governor

M Jodi Reli and Micheal Fedele

Tohn DeStefano and Mary Messma Glassm:

Zdonczyk and Jose E. Garcia

an

Tosepl
Clifford W Thormton, Tr. and Tean de Smet

Write-in Votes

United States Senator

Copyright © 2006/ 2007, Open Voting Solutions

:
proper ballot -

Ballot

16
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Ballot Vote & Scanning Process

OASIS 13

e \Voter goes to voting station — enters selections
on paper ballot

e Proceeds to scanner station — and scans In
ballot...

Copyright © 2006/ 2007, Open Voting Solutions 17
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BaIIOt ChOices ReView OpenScan Systems

OASIS 1

YOUR BALLOT <«— Summary of all

selections
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What the Scanner Produces
Raw Ballot Image (optional)

OASIS 1

XML of “bubble” location choices
PDF of ballot choices

<ballot version="1.0" ID="1234567" e .
maxRows="13"> Choices

<title>New York Ballot Election 2007</title>

<image>http://openvotingsolutions.info/newyork g
VotingDemo/xml/images/NY-Ballot-2006-
filled.jpg</image>
<column ID="1" offset="193">
<checkbox ID="1" top="46">0</checkbox>
<checkbox ID="2" top="95"> 1</checkbox>
</column>
<column ID="2" offset="191"> oFFicE =
<checkbox ID="1" top="200"> 1</checkbox> e
<checkbox ID="2" top="251">0</checkbox> e — = = e = P e e e
< /COIUmn> s %’4‘»‘1’3& E‘aﬁi&é ﬁi‘iﬁ‘g n‘z’é"i‘s‘nﬁ “‘m",ﬁg o‘l")%“rfu% m“"% r"o%’f"& ’Eﬁ‘c’& ]
<column ID="3" offset="545">
<checkbox ID="1" top="46">0</checkbox>
<checkbox ID="2" top="95"> 1</checkbox>
</column>

LUK R

Copyright © 2006/ 2007, Open Voting Solutions 19



Accessible Voting Process

Accessibility Voting Station Components

Voter uses
headphones
for audio
access to
ballot choices

Voter
confirms
selections
with simple
voice
‘confirm’
response or
clicking with
mouse

\é e 0 o

Display is Printer prints
available as marked ballot
Option for Printed

voter to gﬂ:;l;fd
confirm ballot Ballot

choices

blank paper
sheet on top &
bottom to protect
voter privacy

Copyright © 2006/ 2007, Open Voting Solutions
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Transfer

printed ballot and
scan at scanning
station

(Poll worker may assist
with ballot transfer to
scanner)

20
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Close Poll & Print Precinct Report

Log Out of Ballot Scanning
Log in for Poll Administration
Print End of Day totals report

Write election data CD disk
that contains:

— ballot records

— total reports

— activity logs

— checklist of CD content

— checklist of computer files

Secure digital storage disk
(write-once CD)

Copyright © 2006/ 2007, Open Voting Solutions

End of Day totals report (precinct)

Governor and Lieutenant Governor

Candidate

M. Jodi Reli and Micheal Fedele

John DeStefano and Mary IMessina Glassman
Joseph & Zdonczyk and Jose E. Garcia
Chfford W. Thornton, Jr. and Jean de Smet
Write-in Votes

United States Senator

Candidate

Alan Schlesinger
IMed Lamont
Tinothy & Enibbs

Representative in Congress

Candidate

State Senator

21
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Tabulating and Publishing Results

OpenScan Central Tabulator



e

Open Voting Solutionﬂ
Central Tabulation OpenScan Systems SRS

o Software to load files from and verify signatures on
CDs received from precincts

« Each vote record is digitally signed by precinct voting
station for security purposes

e Election Review — ensures files are received from
each precinct (duplicate tabulation prevented)

* Result calculated, reported, and archived

Copyright © 2006/ 2007, Open Voting Solutions 23
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Central Tabulation & Publishing Results

OpenScan Systems

————————————————————————————————————————————————————————————————————————————————

Load and
EMLSZ0 .
= Results m
= | i

% _ Verify Signatures
.I Archive

Disks Tabulation
from Computer

Precincts

______________________________________________________________________________________

Mews media
& Heview sites

Copyright © 2006/ 2007, Open Voting Solutions 24



Publishing Results

 Publicly Available Vote Records

 Fully Annotated Results

( California 2006 Results Reporting Example )

Ballot Metric Total
Governor ContestlD = 020000000000
STATEWIDE [PR=25090] [TP=25090]

Phil Angelides [Party=0emocratic] SN

[PvP=100.0%] [PVR=39.0%]

Arnold Schwarzenegger [Incumbent] [F'awuhlican]

[PVP=100.0%] [P¥R=55.9%] \

Edward Moonan [Farty=American Independent]\

[PVP=100.0%] [PVR=0.7%]

\

Peter Camejo [Farty=Green]

N

[PVP=100.0%] [PYR=2.3%]

Ant Qlivier [Party=Libertarian]

[PYR100.0%] [PYR=1.3%]

114329

Janice Jordan [Farty=FPeace and Freedom]

[PVP=1000] [PYR=0.8%]

69934

Alameda County

[PR=1219] [TP=1S4g]

Phil Angelides [Farty=0emocratic] [PF=100.0%] [PVRM \ 229217
Arnold Schwarzenegger [Incumbent] [Party=Republican] [P%F=100.0%] [PvR=36.6% \ 148322

Edward Moonan [Faty=~American Independent]

[PYP=100.0%] [PVR=0.5%]

\ 2231

Pater Carmejo [Farty=Green)

[PYP=100.0%] [PVR=4.5%]

N 8236

A Olivier [Party=Libertarian]

[PP=100.0%] [PYR=1.0%]

Janice Jordan [Fary=Feace and Freedom] [FWP=100.0%] [PVvRE=0.58%] 3
Alpine County [FR=5] [TP=5] \
Phil Angelides [Farty=Democratic] [PWP=100.0%] [PYR=40.1%] 218
Arnold Schwarzenegger [Incumbent] [Farty=Republican] [PwP=100.0%] [P"R=54.3%] 295
Edward Moonan [Party=American Independent] [PwP=100.0%] [PVR=0.5%] 3
Peter Carnejo [Farty=Green) [PWP=100.0%] [PWR=2.6%] 14
Art Olivier [Party=Libertarian] [PwP=100.0%] [PV¥R=1.4%)] 8
Janice Jordan [Farty=FPeace and Freedom] [PP=100.0%] [PYR=1.1%] 13
Amader County [PR=52] [TP=59]

Phil Angelides [Party=Democratic] [PvP=100.0%] [PVYR=22.5%] 3354
Arnold Schwarzenegoer [Incumbent] [Party=Republican] [PWP=100.0%] [PVR=72.1%] 10755
Edward Moonan [Faty=~American Independent] [PWP=100.0%] [PVRE=1.2%] 172
Pater Camejo [Farty=Green) [PWP=100.0%] [PVR=2.7%] 390
At Olivier [Party=Libertarian] [PvP=100.0%] [P¥R=0.9%] 148
Janice Jordan [Farty=Feace and Freedom] [PWP=100.0%] [PVvR=0.6%] 100
Butte County [PR=175] [TP=175]

Phil Angelides [Party=Democratic] [PWwP=100.0%] [PYR=27.0%] 18672
Arnold Schwarzenegger [Incumbent] [Farty=Republican] [PwP=100.0%] [P*R=65.9%] 45591
Edweard Moonan [Faty=~American Independent] [PWP=100.0%] [PWR=0.8%] 593
Peter Carejo [Farty=Green) [PF=100.0%] [PVvR=4.2%] 2912

Copyright © 2006/ 2007, Open Voting Solutions
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2006_California_General_Election OASIS

20061107
Data Timestamp: 2006-12-14120:06:12.003

LEGEND

PR: Precincts Repaorting

TP: Total Precincts

PP: Percent ‘otes in Party
PR: Percent Yotes in Race
P Percent Yes “otes
PWY: Percent Mo Yaotes

EML 510 XML

0000000000">

<ContestName>Governor</ContestName>

</Contestldentifier>

<TotalVotes>

<CountMetric Id="PR" Type="Precincts
Reporting">25090</CountMetric>

<CountMetric Id="TP" Type="Total
Precincts">25090</CountMetric>

<Selection>

Candidate>

andidateldentifier Id="122" DisplayOrder="1">

<Q§andidateName>Phil Angelides</CandidateName>

etric Id="PVP" Type="Percent Votes in
~arty">100.0</CountMetric>
<CountMetric Id="PVR" Type="Percent Votes in
Race">39.0</CountMetric>
</Selection>
<Selection>

25
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Summary - OpenScan Approach °

 Empowers election authorities to control, inspect, verify,
audit and manage voting systems.

 Dramatically lowers the cost of voting systems by using
COTS hardware and free, public open source software.

e Adheres to open source principles and EML
specifications to create transparency and verifiable
elections.

o Creates trustworthy technology-enabled election
solutions using paper ballots.

Copyright © 2006/ 2007, Open Voting Solutions 26
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Open Voting Solutions Provides

o State-of-the-art voting technology
— Systems tailored to your State's specific needs

e Consulting and training services
— Jurisdiction requirements analysis
— Onsite capability reviews
— Staff mentoring and solution design

Copyright © 2006/ 2007, Open Voting Solutions 27
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OVS demonstration offer

OVS is prepared to provide
a generic, working demonstration

INn your state.

Copyright © 2006/ 2007, Open Voting Solutions 28
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Additional Supporting Slides

Supplemental Technology
Detalls
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 Preparebefore || o """""""""""" T e """

. Polling
Election Closed

Precinct

Paper

Ballot Scanner =

Device

EML440
Ballot
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Accessible Voting Technology
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Useful Voting Resources

OASIS EML specifications site —
Open Voting Consortium site —
Brookings Institute Report - Agenda for Election Reform -

CalTech site on ensuring voting integrity -
Analysis of counting irregularities in US elections -

MIT Study on accuracy of voting systems -

Verified Voting site
Administration and Cost of Elections (ACE) -

NYVV — cost analysis of ballot scanners over DREs -
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